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Abstract— Broadcast encryption schemes enable senders to
efficiently broadcast ciphertexts to a large set of receivers in a
way that only non-revoked receivers can decrypt them. Identity
based broadcast encryption schemes are public key broadcast
encryption using identity as the public key. In this paper, we show
a novel way to construct identity based broadcast encryption. We
introduce a new concept: one to many identity based proxy re-
encryption. And we show how to construct efficient identity based
broadcast encryption based on this primitive. Our scheme can
achieve constant size public keys and private keys and linear size
ciphertext. But our scheme no longer needs explicitly describing
receiver set while all the other schemes need. Thus our scheme
is an efficient broadcast encryption scheme compared with other
schemes.

I. INTRODUCTION

A. Broadcast encryption

The concept of broadcast encryption is introduced by Fiat
and Naor in [7], which allows a broadcaster encrypts messages
and transmits them to a group of users who are listening
to a broadcast channel and use their private keys to decrypt
transmissions. At encryption time, the broadcaster can choose
the set S of identities that will be able to decrypt messages.
A broadcast encryption is said to be fully collusion resistant
when, even if all users are not in S collude, they can by no
means infer information about the broadcast message.

Many BE systems have been proposed. The best known
fully collusion systems are the schemes of Boneh, Gentry
and Waters [4] which achieve O(n)-size public key, constant
size ciphertext and constant size private keys. We denote it by
BGW in the following.

B. Proxy re-encryption

The concept of proxy re-encryption is introduced by
Blaze, Bleumer and Strauss in [2], which allows a proxy
can transfer a ciphertext computed under Alice’s public key
into one that can be opened under Bob’s decryption key.
In ACNS’07, Green et al. proposed the first identity based
proxy re-encryption scheme. Later in pairing’07, Matsuo
proposed another few more proxy re-encryption schemes in
identity based setting [15]. But unfortunately, in their identity
based proxy re-encryption scheme, the proxy actually can
transfer any other IBE users’s ciphertext to be the delegatee’s
ciphertext.

C. Our Contribution

In this paper, we introduce a new concept: one to many
identity based proxy re-encryption scheme. And we show
how to construct efficient identity based broadcast encryption
based on this primitive. Our scheme can achieve constant size
public keys and private keys and linear size ciphertext. But our
scheme no longer needs explicitly describing receiver set while
all the other schemes need. Thus our scheme is an efficient
broadcast encryption scheme compared with other schemes.

D. Roadmap

We organize our paper as following. In section 2, we
propose the concept of one to many proxy re-encryption and
construct a concrete one to many proxy re-encryption scheme.
In section 3, we show how to transfer this one to many proxy
re-encryption scheme into a broadcast encryption scheme. In
section 4, we give some comparison between our scheme and
BGW scheme. We give our conclusion in section 5.

II. IDENTITY BASED ONE TO MANY PROXY
RE-ENCRYPTION SCHEME

A. Concept of Identity Based One to Many Proxy Re-
encryption Scheme

Definition 1: An identity based one to many proxy re-
encryption scheme is tuple of algorithms (Setup, KeyGen,
Encrypt, Decrypt, RKGen, Reencrypt):
• Setup(1k). On input a security parameter, the algorithm

outputs both the master public parameters which are
distributed to users, and the master secret key (msk)
which is kept private.

• KeyGen(params, msk, id). On input an identity id ∈
{0, 1}∗ and the master secret key, outputs a decryption
key skid corresponding to that identity.

• Encrypt(params, id, m). On input a set of public
parameters, an identity id ∈ {0, 1}∗ and a plaintext
m ∈ M , output cid, the encryption of m under the
specified identity.

• RKGen(params, msk, skid1 , skid, id1, id). On input
secret keys msk, skid1 , PKG, the delegator generate the
re-encryption key rkid1 , the algorithm output it.

• Reencrypt(params, rkid1 , cid1). On input a ciphertext
cid1 under identity id1, and a re-encryption key rkid1 ,
outputs a re-encrypted ciphertext cid for any other id
except id1.
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• Decrypt(params, skid, cid). Any IBE user id can de-
crypt the ciphertext cid using the secret key skid, and
output m or ⊥.

Definition 2: Intuitively, a one to many IB-PRE is cor-
rect if the Decrypt algorithm always outputs the ex-
pected decryption of a properly generated ciphertext. Slightly
more formally, let cid1 ← Encrypt(params, id1,m) be
a properly generated ciphertext, Then ∀m ∈ M,∀id1 ∈
{0, 1}∗, where skid1 = KeyGen(msk, id1), rkid1 ←
RKGen(params, skid1 , msk, id1), the following proposi-
tions hold: Decrypt(params, skid1 , cid1)= m; Decrypt(params,
skid, Reencrypt(params, rkid1 , cid1))=m

B. Our Proposed Scheme

• The underlying IBE scheme:
1) SetUpIBE(k).Given a security parameter k, se-

lect a random generator g ∈ G, choose randomly
t1, t2 ∈ Z∗p and computes elements g2 = gt1 , h =
gt2 ∈ G. Pick a random α ∈ Z∗p . Set g1 = gα,mk =
(gα

2 , t1, t2), and parms = (g, g1, g2, h). Let mk be
the master- secret key and let parms be the public
parameters.

2) KeyGenIBE(mk,parms, ID). Given mk = gα
2

and ID with parms, pick a random u, x ∈ Z∗p . Set
skID = (d0, d1, d2) = (gα

2 (gID
1 h)u, gu, g

u
α ).

3) EncIBE(ID,parms,M). To encrypt a message
M ∈ G1 under the public key ID ∈ Z∗p ,
pick a random r ∈ Z∗p and compute CID =
(gr, (gID

1 h)r,Me(g1, g2)r).
4) Dec1IBE(skID,parms,CID). Given a normal ci-

phertext CID = (C1, C2, C3) and the secret key
skID = (d0, d1, d2) with prams, compute M =
C3e(d1,C2)

e(d0,C1)
.

5) Dec2IBE(skID′ ,parms, ID,CID′). Given a re-
encrypted ciphertext CID′ = (C1, C2, C3, C4, C5)
and the secret key skID = (d0, d1, d2) with prams,

compute M = C4e(d1,C
(ID′−ID)
3 C2)

e(d0,C1)e(d2,C
(ID′−ID)
5 )

.

• The delegation scheme:
1) KeyGenPRO(mk,parms, ID). The KGC ran-

domly choose x ∈ Z∗p sets rkID = (rk1, rk2) =
( α+x

αID+t2
, xα

αID+t2
) and sends it to the proxy via se-

cure channel. We must note that the KGC computes
a different x for every different ID.

2) ReEnc(rkID,parms,CID, ID′). Given the del-
egator’s identity ID, the delegatee’s identity ID′,
rkID = (rk1, rk2) = ( α+x

αID+t2
, xα

αID+t2
),CID =

(C1, C2, C3) with parms, re-encrypt the cipher-
text CID into CID′ as follows. First it runs
“Check”, if output 0, then return “Reject”.
Else computes CID′ = (C ′1, C

′
2, C

′
3, C

′
4, C

′
5) =

(C1, C2, C
rk1
2 , C3, C

rk2
2 ).

3) Check(parms,CID, ID). Given the delegator’s
identity ID and CID = (C1, C2, C3) with parms,
compute v0 = e(C1, g

ID
1 h) and v1 = (C2, g). If

v0 = v1 then output 1. Otherwise output 0.

We can verify its correctness as the following

C4e(d1, C
(ID′−ID)
3 C2)

e(d0, C1)e(d2, C
(ID′−ID)
5 )

=

Me(g1, g2)re(gu, (gID
1 h)r· α+x

αID+t2
·(ID′−ID)(gID

1 h)r)

e(gα
2 (gID′

1 h)u
, gr)e(gu/α, (gID

1 h)r· xα
αID+t2

·(ID′−ID))
=

Me(g1, g2)re(gu, (gID′
1 h)

r
)e(gu, gxr(ID′−ID))

e(gα
2 (gID′

1 h)u
, gr)e(gu/α, gxαr(ID′−ID))

=

Me(g1, g2)re(gu, (gID′
1 h)

r
))

e(gα
2 (gID′

1 h)u
, gr)

=

M =

Remark 1: In the scheme, we can see that the proxy can
re-encrypt ciphertext for ID into ciphertext for ID’(any IBE
user except ID).

III. HOW TO TRANSFER THE ABOVE SCHEME TO A
BROADCAST ENCRYPTION SCHEME

In the basic IBE scheme, assume the users are
(ID, ID1, ID2, ID3, · · ·IDn). Assume the valid receiver set
is S. Now we require the proxy can transfer ID’s ciphertext
to be ciphertext of any user in S while cannot transfer ID’s
ciphertext to be be ciphertext of any user not in S. We can
design our scheme as following:

1) SetUpIBE(k).Given a security parameter k, select a
random generator g ∈ G, choose randomly t1, t2 ∈ Z∗p
and computes elements g2 = gt1 , h = gt2 ∈ G.
Choose a hash function H : G → Z∗p , Pick a random
α ∈ Z∗p . Set g1 = gα,mk = (gα

2 , t1, t2), and parms =
(g, g1, g2, h,H). Let mk be the master-secret key and
let parms be the public parameters.

2) KeyGenIBE(mk,parms, ID). Given mk = gα
2 and

ID with params, pick a random u ∈ Z∗p . Set skID =
(d0, d1, d

′
1, d2) = (gα

2 (gID
1 h)u, g

u
α+ID , g

u
a(α+ID) , g

u
α ).

The KGC preserves a User-Key-list of the form
(ID, u).

3) KeyGenPRO(mk,parms, ID). The KGC randomly
choose x, t ∈ Z∗p searches in the User-Key-list
and computes rk = (rk1, rk2, rk3, rk4, rk5, rk6) =
( t

αID+t2
, x + α + t

∏
i∈S IDi,

aαt
αID+t2

, aα(x + α +
t
∏

i∈S IDi), xα + t
∏

i∈S IDi, α
2ID + t2α). He sends

rk to the proxy as the re-encryption key. We must
note that the KGC computes a different (x, t) for every
different ID.

4) EncIBE(ID,parms,M). To encrypt a message M ∈
G1 under the public key ID ∈ Z∗p , pick a random r ∈
Z∗p and compute CID = (gr, (gID

1 h)r,Me(g1, g2)r).
5) Check(parms,CID, ID). Given the delegator’s iden-

tity ID and CID = (C1, C2, C3) with parms, compute
v0 = e(C1, g

ID
1 h) and v1 = e(C2, g). If v0 = v1 then

output 1. Otherwise output 0.
6) ReEnc(rkID,parms,CID, ID′). Given the dele-

gator’s identity ID, the receiver set S, rk =



BGW Scheme [4] Our Scheme
private key length O(1) O(1)

ciphertext length(excluding S) O(1) O(1)
public key length O(n) O(1)

Fig. 1. Comparision with BGW Scheme

(rk1, rk2, rk3, rk4, rk5, rk6) = ( t
αID+t2

, x + α +
t
∏

i∈S IDi,
aαt

αID+t2
, aα(x + α + t

∏
i∈S IDi), xα +

t
∏

i∈S IDi, α
2ID + t2α). CID = (C1, C2, C3) with

params, re-encrypt the ciphertext CID into cipher-
text of any user in S as follows. First it runs
“Check”, if output 0, then return “Reject”. Else com-
putes C = (C ′1, C

′
2, C

′
3, C

′
4, C

′
5, C

′
6, C

′
7, C

′
8, C

′
9) =

(C1, C
rk2
1 , Crk4

1 , Crk5
1 , C2, C

rk1
2 , Crk3

2 , C3, C
rk6
1 ).

7) DecIBE(skIDi
,parms, ID,CID). Given a re-

encrypted ciphertext C = (C ′1, C
′
2, C

′
3, C

′
4, C

′
5, C

′
6) and

the secret key skIDi = (d0, d1, d2) with params, let
f(y) =

∏
i∈S(y − IDi) −

∏
i∈S IDi, the algorithm

decrypt as following:

M =
C ′8e(d1, C

′
9C
′IDi
5 )e(d′1, (C

′f(IDi)
7 c′3)

(IDi−ID)
)

e(d0, C ′1)

·e(d1, (C
′f(IDi)
6 C ′2)

IDi(IDi−ID)
)

e(d2, (C ′6
f(IDi)C ′4)

(IDi−ID)
)

We can verify its correctness as the following:

• If IDi ∈ S, then

e(d1, (C
H(d1)

n+an−2H(d1)
n−2+···

2 C3)
(IDi−ID)

)

e(d2, (C
H(d1)n+an−2H(d1)n−2+···
2 )

(IDi−ID)
)

· C4e(d1, C2)

e(d0, C1)e(d2, C
(IDi−ID)
5 )

=

e(d1, (C
H(d1)

n+an−2H(d1)
n−2+···+a0

2 )
(IDi−ID)

)

e(d2, (C
H(d1)n+an−2H(d1)n−2+···+a′0
2 )

(IDi−ID)
)

·C4e(d1, C2)
e(d0, C1)

=

Me(g1, g2)re(gu, (gID
1 h)r· α+x

αID+t2
·(IDi−ID)(gID

1 h)r)

e(gα
2 (gIDi

1 h)
u
, gr)e(gu/α, (gID

1 h)r· xα
αID+t2

·(IDi−ID))
=

Me(g1, g2)re(gu, (gIDi
1 h)

r
)e(gu, gxr(IDi−ID))

e(gα
2 (gIDi

1 h)
u
, gr)e(gu/α, gxαr(IDi−ID))

=

Me(g1, g2)re(gu, (gIDi
1 h)

r
))

e(gα
2 (gIDi

1 h)
u
, gr)

= M

• If IDi /∈ S, then

e(d1, (C
H(d1)

n+an−2H(d1)
n−2+···

2 C3)
(IDi−ID)

)

e(d2, (C
H(d1)n+an−2H(d1)n−2+···
2 )

(IDi−ID)
)

· C4e(d1, C2)

e(d0, C1)e(d2, C
(IDi−ID)
5 )

=

e(d1, (C
H(d1)

n+an−2H(d1)
n−2+···+a0

2 )
(IDi−ID)

)

e(d2, (C
H(d1)n+an−2H(d1)n−2+···+a′0
2 )

(IDi−ID)
)

·C4e(d1, C2)
e(d0, C1)

=

Me(g1, g2)re(gu, (gID
1 h)r· α+x

αID+t2
·(IDi−ID)(gID

1 h)r)

e(gα
2 (gIDi

1 h)
u
, gr)e(gu/α, (gID

1 h)r· xα
αID+t2

·(IDi−ID))
�=

Me(g1, g2)re(gu, (gIDi
1 h)

r
)e(gu, gxr(IDi−ID))

e(gα
2 (gIDi

1 h)
u
, gr)e(gu/α, gxαr(IDi−ID))

�=

Me(g1, g2)re(gu, (gIDi
1 h)

r
))

e(gα
2 (gIDi

1 h)
u
, gr)

�= M

Remark 2: In the scheme, we can see that the proxy can
re-encrypt ciphertext which for ID into valid ciphertext for
authorized ID’, but can not re-encrypt ciphertext which for ID
into valid ciphertext for non authorized ID’.

IV. COMPARISON

Now we analyze the performance of our scheme. Many
efficiency benchmarks for broadcast encryption schemes exist.
They are, length of ciphertext, length of private key, length of
public key, computational cost for encryption and decryption
etc. Those values vary according to the size of receiver set, the
number of potential users, and how much its receiver set has
changed. We compare these efficiency with the BGW scheme
[4]. We can see the results in Fig. 1.

As we can see in this figure, our scheme has most of nice
features of Bonehs scheme. Our scheme is the most advan-
tageous over the previous scheme, such as BGW scheme in
[4], when the number of potential receivers is huge but the
maximum size of its receiver set is rather small and receivers
set does not change drastically on an average day.

V. CONCLUSION

In this paper, we show a novel way to construct identity
based broadcast encryption. We introduce a new concept: one
to many identity based proxy re-encryption. And we show
how to construct efficient identity based broadcast encryption
based on this primitive. Our scheme can achieve constant size
public keys and private keys and linear size ciphertext. But our



scheme no longer needs explicitly describing receiver set while
all the other schemes need. Thus our scheme is an efficient
broadcast encryption scheme compared with other schemes.
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